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Abstract of the contribution: This paper proposes to update Solution#11.
1 Introduction
Solution #11: Enhancement of STIR/SHAKEN framework to support delivery of third party ID was captured in TR 23.700-77.
2 Proposal
Soution#11 was agreed for one of the solutions for KI#: Extensible IMS framework to support authorization and authentication of third-party identities in IMS sessions.
This paper proposes to update Sol#11 with consideration of the case that the HSS can store multiple third party identities for a specific IMS Public User Identity provided by the multiple third party ID providers.
For example, for a specific IMPU for a user, the company can store the user’s name and job title as a third party user id information, while the school can store the name of user’s daughter/son and relationship (mom or data) as a third party user id information. 
In such as case, it should be determined which third party user id information can be delivered and shown to the called user. If the called user has only the third party user id information from the company, it should show only the user’s name and job title. If the called user has the third party user id information from both the company and the school, then it should be decided to show one of them, or all. 
In this paper, it is proposed that the IMS AS requests to HSS to select one which provided by the common provider based on the IMPU of calling UE and called UE, and if selection is not possible (e.g. multiple common providers, provider cannot be identified), then the IMS AS decide to select one of them, or all. 
* * * * First change * * * *
[bookmark: _Toc157759500][bookmark: _Toc160808773]6.11	Solution #11: Enhancement of STIR/SHAKEN framework to support delivery of third party ID
[bookmark: _Toc157759501][bookmark: _Toc160808774]6.11.1	Description
[bookmark: _Toc125909282][bookmark: _Toc104216446][bookmark: _Toc126299653][bookmark: _Toc157759502][bookmark: _Toc160808775]6.11.1.1	Introduction
SHAKEN (Signature-based Handling of Asserted Information Using toKENs) is defined as a framework that utilizes protocols defined in the IETF STIR Working Group that work together in an end-to-end architecture for the authentication and assertion of a Caller ID by an originating service provider and the verification of this identity by a terminating service provider.
STIR/SHAKEN framework has been adopted in 3GPP and related procedures are defined in TS 24.229 [10].


Figure 6.11.1.1-1: Enhancement to SHAKEN Reference Architecture
This solution introduced an enhancement to existing STIR/SHAKEN framework to support the secure delivery and present of third-party specific user identities (e.g. enterprise name card) to the terminating UE.
For the originating UE, subscription data for the usage of third party specific user identity and signing of third party specific user ID for secure delivery may be configured in the HSS.
For the terminating UE, subscription data for the verification of third party specific user identity may be configured in the HSS.
[bookmark: _Toc157759503][bookmark: _Toc160808776]6.11.1.2	Third party ID related data storage and retrieval
The content of third-party specific user identities used in IMS should be aligned with the definitions in draft-ietf-sipcore-callinfo-rcd-08 [19] and may include the calling person's name and job title, information related to the organization the caller is associated with and information related to the caller's location.
Based on the service agreement between IMS operator and third party, following two options are applicable for the storage and retrieval of third-party specific user identities information:
1.	Third-party specific user identities information is provisioned by third party and stored in HSS as service data for the specific IMS Public User Identity. The creation, updating and deletion of Third-party specific user identities information is supported via OSS/BSS.
2.	The third-party specific user identities information is stored in a repository either provided/managed by operator or third party. A URI associated with the user identities information in the repository is configured in HSS per IMS Public User Identity as service data. HSS or IMS AS can retrieve the third-party specific user identities information based on the URI. Third party or operator may dynamically update the content of third party user identities in the repository without impact to the URI stored in the HSS.
Based on the operator’s deployment, the third-party user identity and the URI from multiple third-party providers for a specific IMS Public User Identity can be stored in HSS and third party ID repository, as following example:
· IMPU#1 (user#1): 3P ID info#1 (person name, job title) or URI#1 from Provider#A (company-A), 3P ID info#2 (daughter/son’s name, relationship with their child (mom/dad)) or URI#2 from Provider #2 (school-B)
· IMPU#2 (user#2): 3P ID info#3 (person name, job title) or URI#3 from Provider#A (company-A)
When user#1 is calling to user#2, originating network decides and selects the 3P ID info(s) to use for user#1, based on the common 3P ID provider of IMPU#1 and IMPU#2. In above example, originating network can check with the IMPU#1 and IMPU#2 that both of them has 3P ID info provided by Provider#A, and decide to select 3P ID info#1 for user#1.
If the originating network cannot select one 3P ID info (e.g. multiple common providers, provider cannot be identified), then IMS AS selects one 3P ID info or use all 3P ID info for singing, based on the configuration.
NOTE:	How to manage the access control of the repository is out of the scope of SA2.
NOTE:	How to determine the 3P ID Provider of each 3P ID info#1 is based on the repository implementation.
[bookmark: _Toc157759504][bookmark: _Toc160808777]6.11.2	Procedures


Figure 1: Procedure of third party specific user identity signing
1.	UE-A or third party PBX creates a SIP INVITE with the Public User Identity that has subscribed for the delivery of third party user identity information.
2.	CSCF matches the originating Public User Identity with filter criteria, and determines to forward the SIP INVITE to IMS AS for processing of third party user identity service.
3.	The IMS AS sends a request to HSS to retrieve the third party user ID information.
4.	HSS responses to IMS AS with third party user ID information or a URI. If IMS_AS receives multiple third party user IDs from HSS, the IMS_AS may request HSS to select one third party user ID by providing IMPU of calling UE (UE-A) and IMPU of called UE (UE-B).
5.	If HSS sends the URI, IMS_AS retrieves the third party user ID information from the third party ID repository linked to the URI. If IMS_AS receives multiple URIs from HSS, the IMS_AS may request to select one URI by providing IMPU of calling UE and IMPU of called UE.
6-7.	IMS AS sends the third party user ID information to the Signing Server and receives a Personal Assertion Token (PASSporT) in the response. If IMS_AS received multiple third party user IDs from HSS and HSS is not able to select one of them, then IMS decides to use all received third party user ID, or select one third party user ID based on the configuration. If it is decided to use all, the PASSporT is asserted for each third party user ID.
8-9.	The third party user ID information and associated PASSporT contained in SIP INVITE is forwarded to the terminating NW.
NOTE:	Based on configuration, the IMS AS can provide both calling UE IMPU and called UE IMPU in step 3, so the HSS can select one third party user ID or URI and provide to IMS AS in step 4.



Figure 2: Procedure of third party specific user identity verification
10-11.	CSCF in the terminating network receives the SIP INVITE with PASSporT, and determines to forward the SIP INVITE to IMS AS based on UE subscription data and network policy.
12-13.	IMS AS in the terminating network sends the third party user ID information and associated PASSporT to the Verification Server, then receives the message of verification success in the response. If the IMS AS received multiple third party user IDs and the associated PASSportTs, then IMS AS decides to whether to accept SIP INVITE when all received third party user IDs is succssfully verified, or at least one third party user ID is successfully verified.
14-15.	The verified third party user ID information is sent to UE-B for rendering and presented to the user. The user can trust on the presented information and decides whether to accept the IMS call.
[bookmark: _Toc157759505][bookmark: _Toc160808778]6.11.3	Impacts on Existing Nodes and Functionality
IMS AS is enhanced to support following functionalities:
-	Triggering the signing of third-party specific user ID with the Signing Server for originating call.
-	Triggering the Verification Server for the verification of the signature for terminating call.
-	Interworking with the repository to retrieve the third party user ID information if a URI is received from HSS.
-	Triggering the selection of the third party user ID by HSS if multiple third party user IDs or URIs are stored for an IMPU.
HSS is enhanced to support following functionalities:
-	Managing the subscription of third party user ID service, e.g. singing and verification.
-	Managing the related service profile, service data or URI for third party user ID service.
-	Selecting the third party user ID or URI if multiple third party user IDs or URIs are stored for an IMPU.
UE is enhanced to support:
-	Rendering caller information (e.g. enterprise name card) in the terminating UE.
* * * * End of changes * * * *
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